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Abstract:

The remarkable development in artificial intelligence (Al) programs
and applications, combined with the increasing use of its tools and
applications—which are often loaded with extensive personal and
non-personal data—raises concerns about potential misuse. This
is particularly critical as personal data relates to individuals' rights
and freedoms, necessitating strict regulations on its use. Most
Arab and international legislations have addressed this issue by

defining such data, specifying its various types, and establishing
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rules for its use, including the legality of that use and criminalizing

any misuse beyond personal applications.

Given the importance and urgency of this topic, it serves as a
primary motivation to write about it. The aim is to highlight the key
features of both Arab and foreign criminal legislations concerning
the protection of data related to Al applications. With the expected
continued advancement and proliferation of these applications in
various fields, protecting individuals from any misuse of data is

crucial.

Keywords: criminal legislations — personal data — artificial
intelligence applications — European General Data Protection
Regulation (GDPR) 2018
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(2) David Poole and Alan Mack worth, Artificial Intelligence: "Foundations of
Computational Agents (Cambridge University Press, 2017)" p. 5. Wolfgang
Retell, Introduction to Artificial Intelligence (Springer, 2018), p. 10.
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P.77-80. &Hart, H.L.A. Punishment and Responsibility: Essays in the
Philosophy of Law. Oxford University Press, 2008 P.155 &Robinson, Paul
H. Criminal Law: Doctrine, Application, and Practice. Aspen
Publishers2021. P.214. & Semester, A.P., and Sullivan, G.R. Criminal
Law: Theory and Doctrine. Hart Publishing, 2018.P.8
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(18) Solove, Daniel J.. Understanding Privacy. Harvard University Press,
2022.P122. & Zuboff, Shoshana. The Age of Surveillance Capitalism: The
Fight for a Human Future at the New Frontier of Power. Public Affairs,
2019.P85& Miller, Claire Cain. Data and Privacy: The New Challenges.
Oxford University Press, 2021. P153& Schneider, Bruce. Data and Goliath:
The Hidden Battles to Collect Your Data and Control Your World. W.W.
Norton & Company, 2015.P65.
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(20) Jay, Rosemary. Privacy and Data Protection Law. 2012. Oxford
University Press 50-60. & De Hart, Paul. The Right to Privacy in the Digital
Age. 2019. Routledge 120-130.
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) 21 (David Wright:" Data Protection and Privacy: The Age of Intelligent
Machines. 2017. Springer, P 150 &. Helen Nissenbaum: Data Privacy and
Security. 2018. Stanford University Press. P 45.

=1\ =

Yovs At (JASJA-“ ) u.ud\.uﬂ awi_gilfd\ Sal)




lagleall aly @bt A2ull dlaa
(ol A (3adl) ddad) s

Algra OVl 8 dpaddl) agilily Caia calla o) 83U (a3 (adall (3a) (358l aal (e
cady Ladie ) eadal o Lgnan a3 () (ia pall lilall 3 55 um 29n g p2e Al 8 LS
cOaill & alls Ll g paall 5 cadall Gy anle (3l La 55 4880 all (e padidl
Gall 138 IS (e raled s dadil) bl Al dalall Loulu) 3 siall aal e yiing g
OoSay 3all 134 5 Baraie GVl 8 agaadd dpiadd Cilily ol Gaday Llaal) o) 5400
piad A8y ylay dpad ) bl e Jaladll 5 dpa peadll dles ) 08 Al diall 5 seall

-(Y\‘)‘J‘)é‘y\ 358

At Ll Al ey 535 a3l 13 i a4l SANG i all

C.j\jm_}b}uwio.azqm@jﬁw?ué}j Jsxl) (e SN 8 dia adll

AV ma MAG Haa Al a1 al) o Pl 8 dpaddl) i) Ales Migldie e dasa /) g0l kil
13 sane Ci g /€Al (Y _a Hllad A 50 aad sl clild) Ales o5l "aeae e aeal /) g0l)
ve Jale /58Sl 1) Y atida gl) il sl 5 Y gal () ) b Apad i) i) Ales 8 ) AY) (3 s
roea 0 e (o gbu /) Al TV ma M sda g clbaad padiall il Ales e sleall (Y1 "

Af a bl g Sl HUaY) 1l eaal) 8 dpad sl i) dles"

DY VA s " Aaal) L gl S jeme L dpad Sl L) Alea” e 3l 2 /) Sl (YY)
Y oY ik il bl dles 5 Al §siall s aial) il de /) gSA) T en£0 a ASEN
il e 5 A geadll 3 Gall "dsenll el /580N 80AL (g jall dagill a3l
"l e /5 gall YFOu Y e a cdgans llall Leols e S8 Y oYY e dagh adidl)

A=T0 a el la AU Y )8 daads "Ead ) bl Al Eiaall oyl gal)

=1Y=

Yovs At (JASJA-“ ) u.ud\.uﬂ awi_gilfd\ NP




lagleall aly @bt A2ull tlaa
2 aanll e clis ) (GDPR) @bibad) 4laad ddladl 2aid) 5 YL ol 44, 5Y)

Gda 8 Gall Aai G (V) Baladl daad Gm ¢ YOV A gl B g 5Y) sy
" el 3y il Ly g 1 1 il (8 Bl Ay slhaal) Jo s 201 dienii Sl
O3 4o Adlaiall dnad il Gl gae Ao aSaiall e duasy of cilbldly el Gy
se e 0B 050 Bpeadll) L e ol IV Sl e (55 e e s

Aa¥ QYL A

o Ledal e Canad Al Gl 52 3 dally 4 5 5 juia daad il Gl 2 1 13 (1)
Al ok eiallas

salall (e (1) Adaill L8 g A allnall L) aiiad ) aidh) g Ll el ans 13) ()
Aalleall AT 58 Gulad a5 W (1) 4 skl (e (1) ddaill f (V)1

de 5 yie il aa 5 Y5 ()7 alall g dadlaall e ULl el (2 sic) 1) (2)
Y)Y 3okl G dallaall e bl el (i sie) 13l dalladloverriding

(P8 e JSA Apad ) ULl Aallas caad 1) (2)

250530 LAY ¢y gilal LSy 5 gils ) 5 Yl Apad ) Ll gae cang OIS 1) ()
aSaid) L sy Sl elac ) Jsall oyl @

salall b Sha o LS il slae ciladd ad (Sl 3 a3l UL pen &3 13) ()
(1).A

ULl saay ) 580 LE 5 o 3 la g Aile Ayiaddl) UL Jas 28 Satdll 58, Laie
Al ¢adul) 44K Aabiall L ol oS3 Hlie W) 8 3AY) pa caSatiall Lo Gy duaddl)

=1Y =

Yovs At (JASJA-“ ) u.ud\.uﬂ awi_gilfd\ Sal)




alagleall aly @bt 280 2l
Al 8 UL () sallay 0l GeaSatiall §3UY (il @l i Loy Al sine <l ke

s 8l Sl o3gd Flasin¥) ol il ol cdasl g 5l sae il a8 ULIL adl)

A VA b Al 355 i 20 e Y5 ) ULEl Guan Y

e slaall 5 il 4 3a A jladd (1)

@A elac YV Jsall (pil ol AasY) () Al 188 g Aallaall Callaty 5 5ild o) 1Y Jlnedl ()
sl (e (da) 5 () dolaall Lsd g Galall daiall Jlae 8 dalall Aaliadlly (3l Gl (z)
(M3

s Al sl el Ciad) (al 52l el daliadll 8485 V) (al 52 Y (3)
(V)M 3okl B dilas) (ol 2 Y

)8 el e g laal i A jlea 5l AaEY ()

)23 (Article 17 -Right to erasure (‘right to be forgotten’)

1. "The data subject shall have the right to obtain from the controller the
erasure of personal data concerning him or her without undue delay
and the controller shall have the obligation to erase personal data

without undue delay where one of the following grounds applies":

(8)" the personal data are no longer necessary in relation to the

purposes for which they were collected or otherwise processed;"
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(b)" the data subject withdraws consent on which the processing is
based according to point (a) of Article 6(1), or point (a) of Article 9(2),

and where there is no other legal ground for the processing"

(c)" the data subject objects to the processing pursuant to Article 21(1)
and there are no overriding legitimate grounds for the processing, or

the data subject objects to the processing pursuant to Article 21(2)"

(d) "the personal data have been unlawfully processed"

(e)" the personal data have to be erased for compliance with a legal
obligation in Union or Member State law to which the controller is

subject”

() "The personal data have been collected in relation to the offer of
information society services referred to in Article 8(1)"

. "Where the controller has made the personal data public and is obliged
pursuant to paragraph 1 to erase the personal data, the controller,
taking account of available technology and the cost of implementation,
shall take reasonable steps, including technical measures, to inform
controllers which are processing the personal data that the data subject
has requested the erasure by such controllers of any links to, or copy
or replication of, those personal data".

. "Paragraphs 1 and 2 shall not apply to the extent that processing is

necessary.

(a) for exercising the right of freedom of expression and information;
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(b) for compliance with a legal obligation which requires processing by

Union or Member State law to which the controller is subject;

(c) for reasons of public interest in the area of public health in

accordance with points (h) and (I) of Article 9(2);

(d) for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes in accordance with Article
89(1); or

(e) for the establishment, exercise or defense of legal claims".

)24(Kuner« Christopher. European Data Protection Law: Corporate
Compliance and Regulation. Oxford University Press, 2022 .<P 155 &
Cohen, Julie E. Configuring the Networked Self: Law, Code, and the Play
of Everyday Practice. Yale University Press, 2012 «P.210 & Solove, Daniel
J. Understanding Privacy. Harvard University Press, 2022 P.140. &
Reidenberg, Joel R. The Law of Internet Privacy. MIT Press, 2016 P.50.
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(25)Anderson, Ross. Security Engineering: A Guide to Building
Dependable Distributed Systems. Wiley, 2020.P.215&. Schneider, Bruce.
Data and Goliath: The Hidden Battles to Collect Your Data and Control
Your World. W.W. Norton & Company, 2015P 66&. Somme tad, Theodor,
et al. Cybersecurity and Privacy: An Introduction. Springer, 2019 P.155&.
Stallings, William. Computer Security: Principles and Practice. Pearson,
2022.P.110
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27 (Article 32 - Security of processing

1. "Taking into account the state of the art, the costs of implementation
and the nature, scope, context, and purposes of processing as well as
the risks of varying likelihood and severity for the rights and freedoms
of natural persons, the controller and the processor shall implement
appropriate technical and organizational measures to ensure a level of

security appropriate to the risk, including inter alia as appropriate:"
"(a) the pseudonymization and encryption of personal data;

(b) the ability to ensure the ongoing confidentiality, integrity, availability,

and resilience of processing systems and services;
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(c) the ability to restore the availability and access to personal data in a

timely manner in the event of a physical or technical incident;

(d) a process for regularly testing, assessing and evaluating the

effectiveness of technical and organizational measures for ensuring the

security of the processing"

2. "The controller and processor shall ensure that any person acting

under the authority of the controller or processor who has access to

personal data does not process them except on instructions from the

controller, unless required to do so by Union or Member State law"
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)31("For the purposes of this Regulation: (1) 'personal data' means any information
relating to an identified or identifiable natural person (‘data subject'); an identifiable
natural person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an

online identifier or to one or more factors specific to the physical, physiological,

)32 (Article 6 - Lawfulness of processing

e "1. Processing shall be lawful only if and to the extent that at least one of the
following applies: (a) the data subject has given consent to the processing of his
or her personal data for one or more specific purposes; (b) processing is
necessary for the performance of a contract to which the data subject is party or
in order to take steps at the request of the data subject prior to entering into such
a contract; (c) processing is necessary for compliance with a legal obligation to
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which the controller is subject; (d) processing is necessary in order to protect the
vital interests of the data subject or of another natural person; (e) processing is
necessary for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller; (f) processing is necessary

for the purposes of the legitimate interests pursued by the controller or by a third

party.".
(33 (Article 15 - Right of access by the data subject

e "1. The data subject shall have the right to obtain from the controller confirmation
as to whether or not personal data concerning him or her are being processed,
and, where that is the case, access to the personal data and the following
information: (a) the purposes of the processing; (b) the categories of personal
data concerned; (c) the recipients or categories of recipients to whom the
personal data have been or will be disclosed, in particular recipients in third

countries or international organizations; (d) where possible, the envisaged period
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for which the personal data will be stored, or, if not possible, the criteria used to
determine that period; (e) the existence of the right to request from the controller
rectification or erasure of personal data or restriction of processing of personal
data concerning the data subject or to object to such processing; (f) the right to
lodge a complaint with a supervisory authority; (g) where the personal data are

not collected from the data subject, any available information as to their source.".

)34 (Article 16 - Right to rectification

e "The data subject shall have the right to obtain from the controller without undue
delay the rectification of inaccurate personal data concerning him or her. Taking
into account the purposes of the processing, the data subject shall have the right
to have incomplete personal data completed, including by means of providing a

supplementary statement.”
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)35) Article 17 - Right to erasure (‘right to be forgotten’)

e "1. The data subject shall have the right to obtain from the controller the erasure
of personal data concerning him or her without undue delay and the controller
shall have the obligation to erase personal data without undue delay where one
of the following grounds applies: (a) the personal data are no longer necessary in
relation to the purposes for which they were collected or otherwise processed; (b)
the data subject withdraws consent on which the processing is based according
to point (a) of Article 6(1), and where there is no other legal ground for the
processing; (c) the data subject objects to the processing pursuant to Article
21(1) and there are no overriding legitimate grounds for the processing, or the
data subject objects to the processing pursuant to Article 21(2); (d) the personal
data have been unlawfully processed; (e) the personal data have to be erased for
compliance with a legal obligation in Union or Member State law to which the
controller is subject; (f) the personal data have been collected in relation to the

offer of information society services referred to in Article 8(1)."
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(36)Article 21 - Right to object

e "1. The data subject shall have the right to object, on grounds relating to his or
her particular situation, at any time to processing of personal data concerning him
or her which is based on point (e) or (f) of Article 6(1), including profiling based on
those provisions. The controller shall no longer process the personal data unless
the controller demonstrates compelling legitimate grounds for the processing
which override the interests, rights and freedoms of the data subject or for the

establishment, exercise or defense of legal claims."
)37(Article 77 - Right to lodge a complaint with a supervisory authority

e "1. Without prejudice to any other administrative or judicial remedy, every data
subject shall have the right to lodge a complaint with a supervisory authority, in
particular in the Member State of his or her habitual residence, place of work or
place of the alleged infringement if the data subject considers that the processing

of personal data relating to him or her infringes this Regulation."
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)38(Article 83 - General conditions for imposing administrative fines

Administrative fines:
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1. "1. Each supervisory authority shall ensure that the imposition of
administrative fines is in each individual case effective, proportionate, and
dissuasive. Administrative fines may be imposed in addition to, or instead of,
the measures referred to in Article 58(2) (a) to (h).

2. 2. The administrative fines shall not exceed:

(a) 10 million EUR, or, in the case of an undertaking, up to 2% of its total annual
turnover of the preceding financial year, whichever is higher, for infringements of the

following provisions:

> (i) the obligations of the controller and the processor pursuant to Articles 8,
11, 25 to 39,

> (i) the obligations of the certification body pursuant to Articles 42 and 43,

> (iii) the obligations of the monitoring body pursuant to Article 41(4),

» (iv) the obligations pursuant to Article 55 and 56.

(b) 20 million EUR, or up to 4% of the total annual turnover of the preceding financial

year, whichever is higher, for infringements of the following provisions:

(i) the basic principles for processing, including conditions for consent (Articles 5, 6,
7,and 9)

(i) the data subject's rights (Articles 12 to 22),

(i) the transfer of personal data to a recipient in a third country or an international

organisation (Articles 44 to 49),

(iv) any obligations pursuant to Member State law adopted under this Regulation,

including provisions relating to specific processing situations.

Additional measures:

=q.=
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"3. In addition to the administrative fines, the supervisory authority may impose
other corrective measures, such as ordering the suspension of processing

operations or enforcing compliance with data subject rights."

(39) Article 84 - Penalties

1. National enforcement measures:
> "1. Member States shall lay down the rules on other penalties, including
criminal penalties that apply to infringements of this Regulation and shall take

all measures necessary to ensure that they are implemented."
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